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ABSTRACT

The 64-bit block cipher IIoTBC is an encryption algorithm designed for the security of industrial IoT devices and uses
an 128-bit secret key. The IIoTBC’s encryption algorithm varies depending on whether the MCU size used in IoT is 8-bit
or 16-bit. This paper deals with a differential attack on IIoTBC when the MCU size is 8-bit. It attacks 15-round out of the
entire 32-round using IIoTBC’s 14-round differential characteristic. At this time, the number of required plaintexts and

21224, respectively. The differential characteristic presented in this paper has a longer round than the

encryption are 2°and
existing 13-round impossible differential characteristic, and the attack using this is the result of the first key recovery attack
on IIoTBC.
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Table 1. Notations

Notation Description
? Unknown 1—&:it difference
rey; The 7-th round key

key{ The j-th subkey of the ¢-th round

H The upper 4—bit of a word
L The lower 4—5bit of a word
Ln n—bit left rotation
>n n—0bit right rotation
The j-th word of the 7-round
¢; [7] ciphertext divided into 8 parts j&
{0,1,...7}

A 19=E SHIEES ov|sla
¥7] ¥ 7|3 Table 1.9 #t},

R A

lll. 1loTBC EEE
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My = My My = f,(
M) = My; M) = f,(M,key?) & M,;
M) = M M = f,(M,, key}) ® My;
My = My, M) = (Mg, key}!) ® M, ;

My, key}) ® M,;

if(fmod2 #0)
M,, = PAL(M. M. ... M. M,):
if(/mod2 =0)

Mo = PAZ(MO', M/, .., M, M7/).

Fig. 1. 2-round encryption of [loTBC
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Fig. 2. f; function
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Fig. 3. 4x4 S-box
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Algorithm 1: Algorithm to Find the Minimum Number of Active S-
boxes Among Differential Characteristics using Differential Property

1 Input: round

2 Output: Minimun number of active S-bozes among differential paths
using Fig.5.

3 Set active = 0

4 for 0 < i< 256 do

5 (Mo, My, Mo, Mz, My, Ms Mg, M) i

6 for 1 < j < round do

7 for 0 < k< 4do

8 if (Mix2 == 1 and Mix241 == 1)

o Mix2+1 =0

10 active = active + 1

11 else if (M;x> == 1 and M;x»;, == 0)
12 My =1

13 active = active + 1

14 if i % 2 # 0 then

15 L PA1(i)

16 else

17 L PA2(i)
18 printf("input = %d, active = %d\n", j, active);

19 return active

Fig. 6. Algorithm to find the minimum number
of active S-boxes among differential
characteristics using differential property
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Fig. 7. 15-round differential path

AM, | AM, | AM, | AM, M, | AM, | AM, | AM, P
Ar, (0,4) (04) (0,0 (0,0) 0) (0,4) (0,0) (0,0) -3
Ar, (0,0) (0,0 (0,0 (0,0) 0) (0,0) (0,4) (0,4) -3
Av, (0,0) (0,0) (0,0) (0,0) 0) (0,4) (0,0) (0,0) 1
Ar, (0,0) (0,0) (0,0) (0,0) 0) (0,0) (0,4) (0,0) -3
A7, 0,0 0,0 (0,0) (0,0) 0) (0,4) (0,4) (0,0) -3
Ar, (0,4) 0,0 (0,0) (0,0) 0) (0,0) (0,4) (0,0) 6
Arg (0,4) (0,0 (0,0 (0,4) 4) (0,4) (0,4) (0,0) 979
Ar, (0,4) 0,0 (0,4) (0,4) 4) (0,4) (0,0) (0,4) 979
Arg (0,4) (0,4) (0,0 (0,4) 0) (0,0) (0,4) (0,4) 976
Ar, (0,0) (0,0 (0,0 (0,0) 4) (0,4) (0,0) (0,4) 93
A7y (0,0) (0,0) (0,0) (0,0) ,0) 0,0) 04) 04) 273
Ary |00 (0,0) (0,0) (0,0) 0) (0,4) (0,0) (0,0) 1
Ary, |00 0,0 (0,0) (0,0) 4) (0,0) (0,0) (0,0) -3
Ary | 00 0,0 (0,0) (0,4) 0) (0,0) (0,4) (0,0) -3
Ary, | 00 (0,0 (0,4) (0,0) 0) (0,4) (0,4) (0,0)
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